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IMoanTuka
B OTHOLIEHUHU 00PadOTKM MEPCOHAJIBLHBIX JAHHBIX M CBEJeHHUH O
peaiu3yemMbiX TPEOOBAHMSX K 3alUTE MEPCOHAIbHBIX JAHHBIX
B MB/IOY JC Nel

1. O0mue MoJI0KEeHUs.

1.1. B nemsx obecniedeHusi 0€30MACHOCTH NMEPCOHANBHBIX JTaHHBIX MPU UX
00paboTke B MH(POPMALMOHHON cHucTeMe nepcoHanbHbIX AaHHbIX MBJIOY JIC
Nel, B coorBeTcTBUU ¢ TpeboBanusmMu denepanbHoro 3akoHa ot 27 utons 2006 r.
Ne 152-®3, ompepensgercs moiuthka B o0jacTH oOecreueHus Oe30MacHOCTH
NEPCOHANIBHBIX JAHHBIX, COJEpKalllasi OCHOBHBIE MPABWJIA U MOPSIAOK 00pabOTKH
NEPCOHATIBHBIX JJAHHBIX FPAXKIaH.

1.2. [TonuTHka 3aKII0YaeTCs B BHIOJHEHUH TPeOOBaHUN U HOpM 00pabOTKU
NEPCOHANBHBIX JaHHBIX, YycTaHOBIEHHbIX B IlocranoBnenun IlpaBurenscTBa
Poccuiickoit @enepanuu ot 1 HOosi0ps 2012 roga Ne 1119.

2. JInua, oTBeTCTBEHHbIE 32 o0ecnedyeHue 0e30MaCHOCTH MEePCOHAIbHBIX

JTAHHBIX
2.1. 3asenyromuit MBJIOY JIC Nel:

2.1.1. SIBnsercs OTBETCTBEHHBIM 3a OPTaHU3AIUIO0 padOT MO 00ECTICUCHUTO
0€30MacHOCTH MEPCOHANIBHBIX TAHHBIX, HA KOTOPOI'O BO3JIaraeTcs:

® YTBEP)KJECHUE CIHCKA JIMI], JTOCTYNl KOTOPBIX K MEPCOHAJIBHBIM JAHHBIM,
HEOOXOAMM [IJIsl BBIMIOJHEHUsI CIYKEOHBIX (TPYAOBBIX) OOS3aHHOCTEH, a TaKXKe
U3MEHEHUN K HEMY;

® [IPUHATHUE PELICHUS O PACIPOCTPAHEHNUH (IIepeIayde) NePCOHAIbHBIX
JTAHHBIX;

® IPOBE/ICHUE pa3dupaTenbcTB 1O (akTaM HECcOOTIOIeHUs YCIOBUM
XpaHEHUs] HOCUTEJIEW MEePCOHANbHBIX JAHHBIX, UCIOJIb30BAHUS CPEJCTB 3alUTHI
uH(popMaIU, KOTOpPbIE MOTYT NPHUBECTH K HAPYILICHUIO KOH(PHUICHIHATIBHOCTH
NEPCOHANBHBIX JAHHBIX WIH JAPYTUM HAPYIICHUSM, MPUBOAAIIUM K CHIKCHHUIO
YPOBHSI 3alIUILIEHHOCTH IEPCOHATBHBIX JaHHBIX;

® IPUOCTAaHOBKA IMPEIOCTABICHUS NEPCOHAIBHBIX JAHHBIX MOJIb30BATENSIM
UHOPMAIIMOHHOM  CHUCTEMBbl NpH  OOHApYy)KEHHMM HApyLIIEHUH  THOopsaKa
PEOCTABIICHUS TIEPCOHAIBHBIX JAHHBIX;

® PYKOBOJCTBO paboTamMu MO OOecrneueHuI0 0e30MacHOCTH MEPCOHATbHBIX
JAHHBIX TIPU UX 00paboTKe B MH(MOPMAIIMOHHON CUCTEME MEPCOHANIBHBIX JIAHHBIX.

2.1.2. HazHauaeT OTBETCTBEHHOTO MOJIb30BATENsI KPUITOCPEICTB.

2.1.3. Ha oTBETCTBEHHOTO TOJIb30BATEIISI KPUTITOCPEACTB BO3JIaraeTcs:

® Opra”u3anus MapoJbHOU 3aIUTHL;



® OpraHm3allys ydera CpeiCTB 3aIlUThl HH(OPMALIMH, SKCILTyaTallMOHHON U
TEXHUUYECKOHN TOKyMEHTAllUU K HUM;

® a/IMUHUCTPUPOBAHHUE CPEICTB U CUCTEM 3aILlUThI IEPCOHATIBHBIX IaHHBIX B
UHPOPMAIIMOHHON CHCTEME TEPCOHANBHBIX JaHHBIX, BKIIOYas CpPEJCTBa
AHTUBUPYCHOMN 3aIUTHI (32 UCKIIOYEHUEM CPEACTB KPUMNTOTPadUUIECKON 3aIIUTHI
uHbOopMaIun);

® yYeT JHIl, JAOMYHIIEHHBIX K paboTe ¢ TMEepCOHANbHBIMU JAHHBIMH B
MH(POPMAILIMOHHON CHCTEME;

® yYET  HOCHUTEJEH  NEpPCOHAIbHBIX  JIaHHBIX,  HCIOJB3YEMBIX B
MH(POPMALIMOHHOM CHCTEME NEPCOHAIBHBIX JaHHBIX (KaK C HCIIOJIb30BAaHHEM
CPEICTB aBTOMATH3AalIUHU, TaK M 0€3 WX HCIIOJIb30BAHMUS);

e fiepuoaMYecKkas (HE Ppexe OJHOr0 paza B KBapTaja) MpoOBepKa
AIIEKTPOHHOTO XypHaja oOpallleHHil Moab30BaTeneil H(HOPMAIIMOHHON CUCTEMBI K
MIEPCOHAIBHBIM JTaHHBIM;

® UHCTPYKTaX I0JIb30BaTEIe MH(DPOPMALIMOHHONW CHUCTEME IMEPCOHAIBHBIX
JaHHBIX O TOPSIIKE W MpaBUIaX UCIOJIB30BAaHUS CPEACTB 3alllMThl MH(pOpMaLUH,
BKJIIOYAsl CPEJICTBA AHTUBUPYCHOM 3aIUTHI;

® KOHTPOJIb 32 COOJIOJICHUEM YCIIOBUM HCIOJIb30BAHUS CPEACTB 3alllUTHI
uHpopMauu (32 HCKJIIOYEHUEM CpPEICTB  KPUNTOIPa(pUUECKOW  3aIMUThI
uH(pOopMaIn).

3. Opranusanus pe3epBUPOBAHMS U BOCCTAHOBJIEHUSI IPOTPAMMHOI0
olecrneyeHus:, 0a3 MePCOHAJBHBIX JaHHBIX HHPOPMALMOHHOI cUcTeMe
NMEePCOHATbHBIX JTAHHBIX

3.1. B undopmarimonHoii cucteMme nepcoHaIbHBIX JAHHBIX PE3EPBUPOBAHUIO
HOJIJIeXKAT:

e 0a3bl IEPCOHAIBHBIX JaHHbIX;

CHeIHalbHOE MPOTPAMMHOE 00ECTICUeHUE;

CpelcTBa 3alUThl HH(OpPMAIUK;

oO11ee mporpaMMHOe 0OecTieueHNUE;

CpEICTBA BBIUYUCIUTEIBHONW TEXHUKH;

cpencTBa obecrnieueHus: GyHKIIMOHUPOBAHMS MH(POPMAIIMOHHBIX CHCTEM.

3.2. Pe3epBHBIE ~ HOCHTENM  TEPCOHAJBHBIX  JAHHBIX  XPaHATCA B
noapasaeneHuu, sxcruryatupyroniem UCIIH.

3.3. Pe3epBHbBIE HOCUTENN TTEPCOHATIBHBIX JJAHHBIX HE MOTYT OBITh TEPEIaHbI
3a MpeAesbl noapasaeneHus, skciryarupyromero UCII/IH.

3.4. KonupoBanue uH(pOpMaluu C pEe3epBHBIX HOCUTENEH MEPCOHATbHBIX
JaHHBIX, 32 UCKIIOYEHHUEM cllydasi BoccTaHoBiIeHUs padotocnocooHoctu UCIIIH,
3anpewaemcs.

3.5. PesepBupoBanue 001IEro U MPUKIATHOTO MPOTPAMMHOTO O0eCredeHus,
a TakkKe NpPOrpaMMHOro oOecleueHuss CpeACTB  3aluThl  MHGOPMALUH
o0ecrieunBaeTCs MyTeM XpaHEHUsS] MAITMHHBIX HOCUTENEH TUCTPUOYTUBOB TAHHBIX
nporpaMM W MAIlIMHHBIX HOCHUTENEeH OOHOBJICHW K HHM B MOAPA3ICICHUSAX,
OTBEUAIOIINX 33 UX YCTAaHOBKY, HACTPOIMKY U COMPOBOXKICHHE.



3.6. MammHHBIE HOCHWTENW OOHOBIEHHWW OOMmMIET0 W MPHUKIATHOTO
IPOrpaMMHOr0 OOECHEYeHHs, a TakKKe IPOrpaMMHOTO OOECHeyYeHUs] CpEeJCTB
3alUThl THGOPMAIIMK JIOJDKHBI OBITh MAPKUPOBAHBI IaTOM WX MOJMyYeHHUs (IaTou
BBIX0/1a OOHOBJICHUS).

3.7. B cnydaax cOoeB, OTKA30B M aBapUil TEXHUYECKUX CPEJCTB U CUCTEM
NCTI/IH, a Takke ee MporpaMMHOI0 00eCIeueHusl OCYIIECTBISIETCS 00s3aTeIbHOE
BOoccTaHOBJIeHHE paboTtocriocoOnoctu UCIT/IH.

4. Yuer Jnu, 10MYyIIeHHBIX K padoTe ¢ NepcOHATILHBIMYU JAHHBIMU B
HHPOPMALMOHHO cHCTEME MEePCOHATBHBIX TAHHBIX
4.1. Jluna, nomymieHHbIe K paboTe ¢ IepPCOHAIBHBIMH TJaHHBIMU B UH(OpMa-
MOHHOM cucteme nepcoHanbHbIX JaHHbIX MBJIOY JIC Nel ytBepxkmarorcs
npuka3zoM 3aBeaytomero MB/I0VY JIC Nel.

4.2. OcHoBaHWEM ISl JOIMYCKAa COTPYIHHWKA K TEPCOHAIBHBIM JTaHHBIM,
oOpabaTbiBaeMbIM B HH(OPMAIIMOHHON CUCTEME MEPCOHAIBHBIX TAHHBIX, SIBISETCS
HEO0OXOIMMOCTh 00pabOTKM TEPCOHATBHBIX JAHHBIX B CBSA3M C BBIIOJTHECHHUEM
JIOJDKHOCTHBIX 00S13aHHOCTEM, a TaK)Ke COOTBETCTBYIOIIUM MTPUKA3, YTBEPKIACHHBIN
3aBenyronM MBJIOY JIC Nel.

4.3. OcHoBaHUEM JIJIs1 IPEKPAIICHUS JOITyCKa COTPYAHUKA K MTEPCOHATbHBIM
JTAaHHBIM, 00pabaThIBaeMbIM B HH()OPMAITMOHHOM CUCTEME MEPCOHAIIBHBIX JIaHHBIX,
MOKET CIIY>KHTh IIPUKa3 00 €ro YBOJIbHEHUH (IIEpEeBOJIC Ha APYTYIO TOJDKHOCTD, HE
TPeOYIOITYI0 PabOTHI C IEPCOHATBLHBIMU JJAHHBIMH).

5. Opranu3anusi NapoJbHOH 3aMUTHI B MH(GOPMANMOHHOWH cCHCTeMe
MEePCOHAIBHBIX TAHHBIX

5.1. 3ammuTe maposieM MoJJIeKUT AOCTYII K:

e 0a30BbIM CHUCTEMaM BBO/Ia BbIBO/Ia KOMITbIOTEPOB;

® HacTpoOIKaM ceTeBOro 000pyA0BaHNUS;

® HACTpOIKaM OIepalMOHHBIX CUCTEM;

® HACTpPOWKaM CpEACTB 3allUThl HHPOpManuH (B TOM YHCIE CPEACTB
AHTUBUPYCHOM 3allIUTHI);

® 3aITyCKY CHEUAIN3UPOBAHHOTO IPOrPaAMMHOIO obecrnieueHus,
peJHa3HaYeHHOr o JJis1 00paboTKU NepCOHANIbHBIX JaHHBIX;

e pecypcam APM u 6a3 nanueix UCITH.

5.2. bazoBele  CHCTEMBI BBOJIa BBIBOJA, CETEBOE O0OOpYIOBaHHUE,
OINEepallMOHHBIE CUCTEMBI, CPEJCTBA 3alIMThl HHPOpMaun U (aijIoBble MACCUBBI
(manee — 0OBEKTHI NAPOIBHON 3aIIUTHI) JOHKHBI OBITh HACTPOEHBI TAKMM 00pa3oM,
YTOOBI:

® UCKJIFOUUTh BO3MOKHOCTh IPOCMOTpPA paHee BBOJMMBIX MapOJIEH;

e OJIOKMPOBATH JOCTYI MOJb30BaTeNIel MOCiE MATUKPATHOM OMIMOKH MpH
BBO/IE NTAPOJIsi U CUTHAJIM3UPOBATH O HACTYIJIEHUU JAHHOTO COOBITHS.

5.3. Opranu3aiMoOHHOE U TEXHUYECKOE 00ecTeueHrne MPOIECCOB TeHEPALINH,
UCITIOJIb30BaHUsI, CMEHBI M MIPEKpaIleHMs JEHCTBUS apoJiel BO BCeX MOACHCTEMAaX
HUCIIIlH 1 KOHTpOJIb 3a NEWCTBUSMHU TNOJIb30BaTelied MpU paboTe C MaAPOJISIMU



BO3JIaraeTcsi Ha COTPYAHHKOB OTJAeNia WH)XCHEPHO-TEXHHUYECKOTO OOecredeHus
MBJIOY JC Nel.

5.4. Ilonb3oBaTenb 00s13aH 3allOMHUTH JIMYHBIE MApOJM U HUKOMY HMX HE
nepeaBaTh, U HE 3alMChIBaTh UX HA MECTaX, e UX MOTYT YBUETh JIpyTUe JHIIa.

5.5. Undopmaruss o maponsx TmoJb30BaTeNied sABIseTCs WHpopManmei
OTPaHUYEHHOI0 JOCTyNa, MpeAHa3HAYECHHOW Uisi UACHTU(UKAIMU W JO0CTyma
KOKJIOTO KOHKpETHOro moisb3oBaTenss K  pecypcam MCII[IH  coriacHo
pa3penInTeNIbHON CUCTEMBI IOCTYTA.

5.6. BAITIPEIHIIAETCSI:

® YMBIIUIECHHOE W  HEYMBIIUIEHHOE  O3HAaKOMJIEHHE C  IapOJIbHOU
nH(pOpMaIel COTPYTHUKOB ¥ TIOCTOPOHHHUX JIMI] HE3aBUCUMO OT UX JIOJDKHOCTH;

e 1iepeiayua JMYHOTO MapoJis COCIYKUBLIAM UM TTIOCTOPOHHUM JIUIAM;

® 3aMKCh JIMYHOTO Mapojs Ha OymMary M XpaHEHHE €ro B MOTEHIIMAIbHO
JIOCTYITHOM J1JIs1 O3HAKOMJICHUSI TOCTOPOHHUMH JIMIIAMU U IPYTUMH COTPYIHUKAMU
MECTE;

® BXOJl B CHCTEMY C HCIOJb30BaHUEM YYXUX HJICHTU(UKATOPOB WU
MapoJeu;

e octaiieHue 0e3 nmpucMoTpa padbouero mecra npu padore B UCII/IH.

5.7. Bnagenbibl mapoJied JTOJDKHBI OBbITh O3HAKOMJICHBI IOJ POCIUCH C
MIEPEUUCIICHHBIMU BBIIIIE TPEOOBAHUSMHU U MPEAYIPEXKICHBI 00 OTBETCTBEHHOCTH
3a HCMOJBb30BaHUE Mapojei, HE COOTBETCTBYIOIIMX JIaHHBIM TpPEOOBaHUSM, a
TaK)K€ 3a pasrialleHue napoJbHOU HH(popManuu.

5.8. KonTpons 3a ACHCTBUAMH TIOJIB30BATEIICH CHUCTEMBI TIpH paboTe ¢
NapoJisiMU, COOJIFOIGHHEM TOpSAAKAa HMX CMEHbl, XPaHEHHS M HCIOJb30BaHUS
BO3JIaraeTcsl Ha aIMUHUCTPATOPA.

6. AHTUBHpPYCHAsI 32a1IMTA B MH(POPMAIMOHHOI cHcTeMe MePCOHATBHBIX
JTAHHBIX

6.1. K ucnonszoBanuto B MCIIJIH qomyckaroTcs TOJBKO JIMIIEH3UOHHBIC U
cepTUPUIIMPOBaHHbBIE N0  TpeOoBaHUSIM  0e30macHOCTH  WHGOpPMAIUH
aHTHUBUPYCHBIEC CPEJICTBA.

6.2. YcraHoBKa ¥ HACTpOilKa CpPEICTB AaHTUBHUPYCHOTO KOHTPOJIS Ha
KOMIIBIOTEPAX OCYHIECTBIAETCS B COOTBETCTBUM C PYKOBOJCTBAMHU IO
MPUMEHEHUIO KOHKPETHBIX aHTUBUPYCHBIX CPEJICTB.

6.3. O0s3aTeIbHOMY  AHTHBUPYCHOMY  KOHTPOJIO  TOJUICKUT  Jit00as
uHpopmaiuss  (TekctoBble  (ailnbl  MH00BIX  QopMaroB, (ailsibl  JaHHBIX,
UCIIOJHsIeMble (paliibl) Ha ChEMHBIX HOCUTENAX. PaszapXuBHpOBaHHE U KOHTPOJb
BXoAsIIeH WHpOpMaMKM HEOOXOIUMO MPOBOJAUTH HEMOCPEJCTBEHHO TMOCIE €€
npuema. KoHTponp wucxondmed uHPopManuMM  HEOOXOAUMO  MIPOBOIUTH
HEIMOCPEJICTBEHHO Tepe]l apXUBUPOBAHUEM M OTIPABKOW (3aMHMChI0 HA ChEMHBIM
HOCHUTEJIB).

6.4. daiinbl, MOMEMaeMble B AJICKTPOHHBIM apXWB JIOJDKHBI B 00S3aTEIIHHOM
NOPSIAKE TMPOXOAUTh AHTUBUPYCHBIM KOHTpPOJdb. llepuonuueckue mpOBEPKHU
AIIEKTPOHHBIX APXUBOB JIOJKHBI MPOBOJIUTHCS HE PEXKE OJTHOTO pasa B 3 Mecsla.



6.5. YcranaBnmuBaemoe (M3MEHSEMOE) MPOrPaMMHOE OOECHEUYEeHUE OJIKHO
ObITh MpEIBAPUTENBHO MPOBEPEHO Ha OTCYTCTBUE BUpPYcOB. HemocpeacTBeHHO
MOCJIE YCTaHOBKM (M3MEHEHUsI) MPOTPAMMHOIO OOeCleYeHus, JIOJDKHA ObITh
BBITIOJIHEHA aHTUBHUPYCHAs IpoBepka Ha Bcex kommbioTepax UCITIH.

6.6. IIpy BO3HUKHOBEHHUM MOJ03PEHUS HA HaJUYHE KOMIIBIOTEPHOIO BUpYcCa
(HeTunruHas padboTa MporpaMm, MOsIBJICHUE rpad)MueCKUX U 3BYKOBBIX 3(PHEKTOB,
WCKOKEHUI JaHHBIX, TpornajgaHue (ailioB, yacToe MOSBICHUE COOOLIEHUN O
CUCTEMHBIX OIIMOKAX U T.I.) COTPYJIHUK MOJPa3ICICHUS] CAMOCTOSATEIBHO JI0KEH
IIPOBECTH BHEOUEPEIHOM aHTUBUPYCHBIM KOHTPOJIb CBOETO KOMITBIOTEPA.

6.7. OTBETCTBEHHOCTh 32 OPTraHW3allI0 AHTUBUPYCHOTO KOHTPOJIS B
COOTBETCTBUM ¢ TpeOoBaHUAMU HacTosimied WMHcTpykuuu Bo3naraeTcss Ha
COTPYHUKOB oTzaena MH>KEHEPHO-TEXHUYECKOTO obecrnieueHus u
aIMUHUCTPATOPOB 0a3 JaHHBIX B TEPPUTOPUATILHBIX OT/IEIaX.

6.8. OTBETCTBEHHOCTh 32 MPOBEACHUE MEPOIPUSATUNH  AHTUBUPYCHOTO
KOHTPOJISI U coOoieHre TpeOoBaHui Hactosed MHCTpyKIuu BosjaraeTcsi Ha
COTPYIHUKOB oTHaena WH>KEHEPHO-TEXHUYECKOTO obecrieueHus u
aJIMUHUCTPATOPOB 0a3 TaHHBIX B TEPPUTOPUATIEHBIX OT/AENIaX U BCEX COTPY/IHUKOB,
sBJIsromuxcs noias3oBareasmu UCIT/IH.

6.9. [lepuoanyeckuii KOHTPOJIb 32 COCTOSSHMEM AHTHBHUPYCHOM 3alllUThl B
HUCTI[IH, a Taxke 3a COOJIOJIGHUEM YCTAaHOBJICHHOTO TMOPSAKAa aHTUBUPYCHOTO
KOHTPOJII ¥  BBINIOJIHGHWEM  TpeOOBaHWA TI0  AHTUBUPYCHOW  3alIUTe
OCYILECTBIISIETCS OTBETCTBEHHBIM 3a OpraHM3alii0 padoT Mo O0OEeCreyeHUuIo
0€30MacHOCTH MEPCOHANIBHBIX JJAHHBIX MpU uX 00padoTke B UCIT/IH.

7. IlepedyeHb NMEePCOHAIBHBIX JAHHBIX,
o0padaTbiBaeMbIX B MH(GOPMAIIMOHHON cHCTeMe MEePCOHATBHBIX JaAHHBIX U
MO/AJIeKAIIMX 3a1UTe
7.1. B undopmaiimoHHON cucTeMe MePCOHANBHBIX JAHHBIX 3aIIATE MOIJICKUT:

e mr00asi  wHpOpMaIMs,  OTHOCSIIASCS K  OMNPEACIICHHOMY  WJIU
OTpeeIsIEeMOMY Ha OCHOBAaHMM Takod uWHMopMmanuu (GU3NIECKOMY JTUILY
(cyOBeKTy MmepCcOoHaIbHBIX JAaHHBIX), B TOM YHCIIE:

o (aMuius, UMsi, OTUYECTBO;

O TOJ pPOXKIEHUS,;

O MECHIl POXKICHUS;

O J1aTta poXKACHUS;

O aJpec;

o o0Opa3oBaHue;

o npodeccus;

O JI0XOJIbL;

o (ororpadus;

O KOHTaKTHBIN HOMED;

O CBEJEHUS O JOKYMEHTE, YAOCTOBEPSIOIIEM JINYHOCT;
o pexkBm3utel MHH, CHWJIC, neHCHOHHOrO YJIOCTOBEpPEHUS,
PAcCUYETHBIX CUETOB.

damMunusg, UM U OTYECTBO HE SBJISIIOTCS WHQOpMaIMEH, MO3BOJISIIOIIEH
OTIPENIeNIUTh CYOhEeKTa MEPCOHATBHBIX JTAHHBIX.



8. [lopsiiok MpeaocTaBJIeHUs MEPCOHATBHBIX JTaHHBIX

8.1. PacnpocTpaHeHue nepcoHaldbHBIX JAHHBIX - JACHCTBUS, HAIpPaBICHHbIE
Ha Tiepe/iavy MepCOHANbHBIX TAHHBIX OMPEACIICHHOMY KPYTY JIUII.

8.2. IlepconanbHble JaHHBIE MOTYT OBITH PACHPOCTPAHEHBI TOJBKO Ha
OCHOBAHMHM pPEIICHUS CyOBEKTa MEPCOHAIBHBIX TaHHBIX.

8.3. Jlo mepenauu m00bIX MEPCOHATBHBIX JTAHHBIX 32 MPEEIbl OpraHu3aluu
OT KaXIOTO CYObEKTa TMEPCOHAIBHBIX JAHHBIX JIOJDKHO OBITh IOJIYYEHO
MMCBMEHHOE COIJIACHE€ Ha paclpoCTpaHEHWE €ro IEepPCOHANBHBIX JIaHHBIX,
oOopMIICHHOE B COOTBETCTBUHU C TpeOOBaHUAMH CTaThMl 9 demepaabHOTO 3aKOHA
«O TepCOHANTBHBIX TAHHBIX», B KAKIOM KOHKPETHOM CIIy4ae.

8.4. B cmywae cmeptH CyOBEKTa NEPCOHAIBHBIX JaHHBIX COTJacHe Ha
00paboTKy ero MepCOHATBHBIX MAaHHBIX NAOT B MUCHhbMEHHOW (OpME HACIICTHUKH
CyOBEKTa MePCOHATBHBIX JTAHHBIX, €CIIM TAaKOE COTJIACHE HE OBLJIO TAHO CYOBEKTOM
MIEPCOHANIBHBIX JAHHBIX MIPH €T0 KU3HHU.

8.5. Pemiennie Ha mpenocTaBiICHUE IMEPCOHAIBHBIX JAHHBIX MPUHUMACTCS
OTBETCTBEHHBIM 32 OpraHU3alNI0 00PaObOTKU MEPCOHAIBHBIX JIAHHBIX.

8.6. Ilepconanbubie nanubie, oOpabarbiBaemble B MCII/IH, MOoryT OBITH
MPENIOCTaBIEHbl OpraHaM BIJIACTMU U OpPraHaM MECTHOTO CaMOYIpaBlieHUs 0e3
corimacusi CcyObeKTa TEPCOHAJIBHBIX JAHHBIX, €CIU JaHHbIE JIEWCTBUS
OCYHIIECTBJISIIOTCS B COOTBETCTBHM C (eaepalbHbIMU 3aKoHamMu Poccuiickoit
denepanyy B IENSIX 3aIUTHl OCHOB KOHCTUTYITMOHHOTO CTPOS, HPABCTBEHHOCTH,
3I0pPOBBsI, TPaB M 3aKOHHBIX WHTEPECOB APYTHX JHI, oOecredeHus 0OOpPOHBI
CTpaHbl B 0€30MacHOCTH TocymapcTBa. [Ipu 3TOM pelmeHne Ha pacIpOCTPAHCHHE
MEPCOHANBHBIX JaHHBIX JOHKHO COJEpPkKaTh CCBHUIKY HAa COOTBETCTBYIOIIYIO
cTaThlo (henepanbHOro 3akoHa Poccuiickoit denepanuu.

9. [lops10K NPUOCTAHOBKH MPEI0CTABIEHUS MEPCOHAIBHBIX JAHHBIX, B
cjy4yae OOHApPYKeHHs HAPYUICHUH MOPAIKA UX NMPeA0CTABJICHUS, U OPSAA0K
pa3oupartebCcTB 10 GPaKTaM, KOTOPbIEe MOTYT IPUBECTH K HAPYILLICHUIO
KOHGpuaeHuMAIbHOCTH II/IH Wiiu ApyrumM HapylLIeHHUSIM.

9.1.Tlpu  oOHapyXeHHH  HapyIICHUH  TOpsSAKa  MPEJOCTABICHHUS
NEPCOHAIBHBIX JIAHHBIX MPEIOCTABICHNE MEPCOHATIBHBIX JAHHBIX MOJIb30BATEISIM
WHPOPMAIIMOHHONW  CHUCTEMBl  HE3aMEUIUTEIbHO  MPHUOCTAHABIMBACTCS [0
BBISIBJICHUSI IPUYMH HAPYIICHUN U YCTPAHEHUS STUX MTPHUNH.

9.2. Ilpunstie penieHUs Ha TMPUOCTAHOBKY OOpPabOTKH MEPCOHATBHBIX
JAHHBIX ~ TPUHUMAETCS  OTBETCTBEHHBIM 32  OpraHu3alui0  00padOTKH
NEPCOHATBHBIX JaHHBIX.

9.3. OcHoBanusimu st npuoctaHoBku o6pabotku I1[Iln B UCIIIH wu
IPOBEJCHUS pa30upaTeabCTBa SIBISIFOTCS:

® BBISIBJICHUE HEJOCTOBEPHBIX MEPCOHAIBHBIX JAHHBIX B MH(POPMAIIMOHHON
CHCTEME MEPCOHANBHBIX JaHHbIX;

® IPEIOCTABJICHUE MEPCOHANBHBIX JAHHBIX B HAPYIIEHUE YCTAHOBJICHHBIX
TIPaBHIT;

e nonyck kK UCII/IH nmia, He UMEIOIIETO Ha TO Pa3pELICHUS;



® yTpaTa HOCUTENS NEPCOHATBHBIX JJAHHbIX;

® HapyIlIEHUE MTPaBUJI XPaHEHUSI HOCUTEJIEH IEPCOHANIbHBIX JJAHHBIX;

® HapyIIEHNE TPABUII SKCIUTyaTaIliy CPEICTB 3aIUTHI HH()OPMAITHH;

® HapyIIECHUE MTPABUII APOJIHLHOM 3allUTHI;

® HapyIlIEHUE TPABUJI AHTUBUPYCHOM 3aIUTHI;

® HapyIlIEHUE TMpaBUJ PE3EPBUPOBAHMS M BOCCTAHOBJICHUSI OOIIETO U
CHEIUATBHOTO MPOTPAMMHOTO 00ECTICUCHHUS, a TAK)Ke 0a3 MePCOHATBHBIX JaHHBIX;

e BeisiBsieHue B CIT/IH Bpe1oHOCHBIX porpaMm (BUPYCOB);

® BEISIBJICHHE B DJICKTPOHHBIX JKypHajaxX CPEACTB 3alluThl WH(OOpMAIUU
HECaHKIIMOHUPOBAHHBIX JACHCTBUHN MOJb30BaTeNiel, Hapylaroumx 0e30MacHOCTh
NEPCOHANBHBIX JaHHBIX WA UEJIOCTHOCTh (HEU3MEHHOCTb) IPOTrPaMMHOIO
ob6ecneuenuss UCII/IH;

® BBISIBJICHUE HECAHKIIMOHUPOBAHHOTO BHECEHHUS W3MEHEHHUU B COCTaB
TEXHUYECKUX CPEACTB U (1in) nporpammuoro odecnedenuss UCII/IH.

9.4. Pa30upaTenbCTBO TPOBOIAUTCS CTPYKTYPHBIM TOAPA3ACICHAEM WM
JIOJDKHOCTHBIM ~ JIUIIOM ~ (pa0OTHUKOM), OTBETCTBEHHBIM 3a OOecreyeHue
0€30MacHOCTH  TMEPCOHANBHBIX JAHHBIX, C OO0fA3aTEIbHBIM IPUBJICUCHUEM
PYKOBOJUTEIS CTPYKTYPHOTO MOJPa3/ICNEHUs], OCYIIECTBIIOMIETO SKCILTyaTalUIo
NCIIOx.

9.5.B xone pa30uparenbCcTBa COCTABISETCS 3aKIOYEHUE, B KOTOPOM
OTpakaeTcs:

® COCTaB TPYMIIbI TPOBOJIMBILIEH Pa30UPATENHCTBO;

® [IepUOoJ] BpEMEHHU, B KOTOPHIN MTPOBOAMIOCH pa30UpaTeIbCTBO;

® OCHOBAHME JIJIs MPOBEJICHUS pa30upaTeIbCTBA;

¢ (haKThl, BBIABJICHHBIC B XOJ€ Pa30MpPATENhCTBA M MMEIOIIME 3HAYCHHE B
OTIpEJICIICHUH HAJIMYUS HApYIIEHUH KOH(UIEHIINATFHOCTH MEPCOHATBHBIX TAHHBIX
WM HAPYIICHUM MPaBUJl UCTIOIB30BaHUS CPEJCTB 3aIIUThI MHPOPMAIIUU, a TAKKE
uHble (PaKThl, KOTOpPhIE MOTYT MPUBECTH K HAPYIICHUIO KOH(PUACHIMATBLHOCTH
MEePCOHATBHBIX JAHHBIX WJIM K CHUKEHHUIO YPOBHS 3alIUIIIEHHOCTH MEPCOHAIBHBIX
JTAHHBIX;

® BHIBOJI O 3HAYMMOCTH HapyUIEHUM, HUX TPUYMHAX U BUHOBHBIX,
JONMYCTUBILINX JAHHBIE HAPYIICHHUS;

® PEKOMEHJAIIMM TI0 COBEPIIEHCTBOBAHUIO oOOecreueHuss 0e30MacHOCTH
MEPCOHANIBHBIX JJAHHBIX, UCKIIIOYAIOIINE B TAJTbHEHIIIEM TI0/I0OHBIC HAPYIIICHUS.

9.6. 3axyoueHHE TPEACTABISETCS OTBETCTBEHHOMY 3a OpPTaHU3AIMIO
00pabOTKM TEepPCOHATBHBIX JIAHHBIX, KOTOpPHIH MpPUHUMAET pEIICHUE Ha
BO300HOBJICHHE 00pa0OTKH MEPCOHATBHBIX JaHHBIX U MPUHATHE JOTIOJIHUTEIIBHBIX
Mep 3allUTHI.

10. ITopsinok B3aumMoAeiicTBHUS 1O BONPOcaM odecriedeHus1 0e301aCHOCTH
NMePCOHAIBHBIX TaHHBIX
10.1. BzaumosaeiicTBue 1Mo BorpocaM odecreueHust 0€30MacHOCTH MePCOHATBHBIX
JTAHHBIX MOYKET OCYIIECTBIISITHCS C:

® OpraHU3ANMIMU, OKa3bIBAIOIUMHU YCIYTH 1O 00ECreYeHUI0 6€30MacHOCTH

MEPCOHANIBHBIX JAHHBIX;



® NIOJIYMHEHHBIMU OpTaHW3alUsIMA W 000COOJIEHHBIMU  CTPYKTYPHBIMU
NO/Ipa3/IeICHUSIMU.

10.2. BzaumojeiicTBe ¢ OpraHu3alusMu, OKa3bIBAIOUIUMHU YCIYTH IO
oOecrieyeHn0 0e30MaCHOCTH TEPCOHAIBHBIX JaHHBIX, OCYIIECTBISIETCS Ha
JIOTOBOPHOM OCHOBe. Takue opraHu3aluu B O0S3aTEIBHOM MOPSIKE JAOHKHBI
uMeTh JuneH3uio denepanbHON CIIyKObI MO TEXHUYECKOMY U DKCHOPTHOMY
KOHTPOJIIO Ha JAESITEIbHOCTh 10 TEXHUYECKOM 3aluTe KOH(HUICHIIMATbHON
uH(OpMaIK, a B Clly4ae OKa3aHWA UMM YCIYT B 00JacTH KpuUnTorpadudecKoin
3anuThl uHpOpMmammu — JnuneH3ud DenepanbHO  CIyKObl  0€30MacHOCTH
Poccuiickon ®@enepanum.

10.3. CymiecTBEeHHBIM yCIOBHEM JIOTOBOpa C OpraHHU3aIiel, OKa3bIBAIOIIEH
yCIyTH 10 O0OECIeUeHHI0 O€30MacCHOCTH TEPCOHAJIBHBIX JIaHHBIX, SBISETCA
TpeOoBaHHEe  COONMIONCHUS  KOH(PUACHIIMATBHOCTA  CBEIEHUW O  CTENEHHU
3aIUIEHHOCTH UH(GOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX JAaHHBIX (BHEIPEHHBIX
METOJIaX M CIoco0ax 3aIuThl U UX d3HPEKTUBHOCTH).

10.4. B3aumoneiictBue C MO TYMHEHHBIMU OpraHu3alusIMu u
000COOJIEHHBIMH CTPYKTYPHBIMH TOJpPA3/ACICHUSIMU OCYLIECTBIAETCA B YacTH
METOJUYECKOTO PYKOBOJICTBA M KOHTPOJIA 3a MOJHOTOH M 3(P(HEKTUBHOCTHIO
OPUHATBIX ~ Mep  oOecriedeHus:  O€30MacCHOCTH  MEPCOHATBHBIX  JIAHHBIX.
KoHTposbHBIE MepOnpUATHS B TOTYMHEHHBIX OPTAaHM3AIUAX W 000COOICHHBIX
CTPYKTYPHBIX  TIOJpPA3ACNEHUSIX  OCYIIECTBISIOTCS ~ OTBETCTBEHHBIM 34
OpraHu3aIri0 padoT MO 00eCreYeHU0 OE30MaCHOCTH TMEPCOHAJBHBIX JIaHHBIX,
OTBETCTBEHHBIM TOJIH30BATEIEM KPUIITOCPECTB (B YaCTHU MCIIOJIb30BAHUS CPEICTB
Kpunrorpaguyeckod 3amuThl HHPOPMALMHU) M COTPYJHUKAMHU  CIIYKObI
WH(OPMAITMOHHOTO U MPOTPAMMHOT0 OOECTIEYeHHS, OCYIIECTBIISIIONUMU pabOThI
1o o0ecreYeHno 0€30MaCHOCTH MEPCOHAIBHBIX IAHHBIX.



IMoiuTHKAa 0€30MACHOCTH B 00J1ACTH 3aIIIUTHI
MEePCOHAJBHBIX JAHHBIX

IlepconasibHBIE JaHHBbIE - JIt00ast HHOOPMALHSL, OTHOCAILIASICS K IPSIMO MJIM KOCBEHHO
OTIpeNIeJICHHOMY WJIH OTpeesieMoMy (GU3NYeCKOMY JIMITY (CYOBEKTy MepCOHATbHBIX JaHHBIX);

OmnepaTtop - rocy1apCTBEHHBIN OpraH, MyHUIIUTIATHHBIA OPTaH, IOPUANYECKOE UITH (PU3NIECKOE
JIMII0, CAMOCTOSITENILHO UJIM COBMECTHO C APYTUMHU JIMIIAMUA OPTaHU3YIOIIKE U (UITH)
OCYILECTBIISIONIIE 00pa0OTKY MEPCOHANBHBIX TaHHBIX, @ TAKXKE ONPEICIISIONINE 1SN
00paboTKH NePCOHANIBHBIX JaHHBIX, COCTAaB IEPCOHATIBHBIX IaHHBIX, MOJUIeKAIINUX 00padoTKe,
JercTBUS (Onepalm), COBEpIIaeMbie ¢ IEPCOHATbHBIMU JaHHBIMH.

be3onacHOCTD MEPCOHAIBHBIX JAHHBIX — COCTOSIHUE 3aAIUIIEHHOCTH [IEPCOHANBHBIX JAHHBIX,
XapaKTepU3yeMoe CIIOCOOHOCTBIO MOJIb30BATENCH, TEXHUIECKUX CPEJCTB U MH(POPMAITMOHHBIX
TEXHOJIOTUI 00ecneunTh KOH(UACHIUATBHOCTD, LIEIIOCTHOCTD U JIOCTYITHOCTh EPCOHATbHBIX
JAHHBIX TPU UX 00paboTKe B MHOOPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX.

KoHuaeHunaabHOCTh NEPCOHAIBHBIX JAHHBIX — 00s13aTEIIBHOE JIJIS1 COOJTIOICHUS
OIIepaTOPOM WJIM MHBIM MOJYYUBIIMM JOCTYI K MEPCOHATBLHBIM JaHHBIM JIHIIOM TpeOOBaHHE HE
JOITYCKAaTh UX paclpoCTpaHeHHE 0e3 coriacusi CyObeKTa MePCOHATBHBIX JTAHHBIX WIIA HATHYHUS
MHOT'0 3aKOHHOT'O OCHOBAHMSI.

HopmaTuBHO-IPaBOBbIE AKTHI, PEeryJIHPYIOLIHE BONIPOCHI B 00/1aCTH NOJMTHKH 110 3aIHTE

NEPCOHAJBHBIX JAHHBIX?

e [lomurtuka B o6macTu obecrieueHus 6€30MaCHOCTH MepCcoHaIbHBIX JaHHBIX B MBJIOY JIC
Nel (ckauaTn)

e TlonoxxeHne O MEPCOHATBHBIX TAHHBIX .....(CKAYaTh)

e Ilonoxenwue......

e [lonoxenwue....

o @eaepaybHblii 3aKk0H 0T 27 utonst 2006 r. N 152-03 "O nepcoHalIbHBIX JAHHBIX"
(ckauatn)

o Ilocranosienne IlpaButenscra P® ot 21 mapra 2012 1. N 211 "O6 yTBep)1eHHH
MepevHs Mep, HaMIPaBJICHHBIX HAa 00€CTIeUeHNE BBITTOTHEHHS 00S3aHHOCTEH,
npeaycMoTpeHHbIX PeaepanbHbIM 3aKOHOM "O NepCOHaIbHBIX JaHHBIX" U NPUHATHIMU B
COOTBETCTBUU C HUM HOPMATUBHBIMH IPABOBBIMU aKTaMH, OTI€paTOPaMU, SBIISIOIIMMUCS
rOCyJapCTBEHHBIMY WM MyHUITUTIAILHBIMU OpraHaMu' (CKavarhb)

¢ Tlocranosienue [IpaBureiabcrBa P® ot 1 Hos1Opst 2012 r. N 1119 "OG6 yrBepxaeHun
TpeOOBaHMIA K 3alIUTE MEPCOHANBHBIX JAHHBIX NP UX 00pa0dOTKe B MHPOPMAITMOHHBIX CHCTEMAax
NEPCOHAIBHBIX TAHHBIX»

o Ilpuka3 ®enepasibHOI CIy>KOBI IO TEXHUUECKOMY U AKCIIOPTHOMY KOHTPOJIO OT 11
despanst 2013 1. N 17 "O6 yrBepxnenuun TpeGoBanuii o 3amuTe UHGOpMaIMY, He
COCTaBJISIONIEH TOCYIapCTBEHHYIO TaliHYy, COIEpIKAIEeHCsl B TOCYAapCTBEHHBIX
UH()OPMAIIMOHHBIX cUcTeMax'" (CKayaTh).
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